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faster CMMC 2.0 full IT support tools replaced by
compliance automation

PROBLEM

Jemco and Ignyte started collaborating through Impact Washington after the first announcement of CMMC 1.0. The main
objective was to start working towards CMMC Level 3 as a result of significant pressure from their Prime Vendors in the
Defense Industrial Base (DIB). Jemco needed guidance and education in vendor management, technical oversight, and
compliance documentation. Their lack of mandatory security and compliance control implementations was a major
roadblock for their continued success in the DIB and posed a threat to their business, new government contracts and bids.

SOLUTION

Ignyte has provided subject matter expertise and consulting services to help
maintain and improve Jemco’s compliance and security program, and has
eliminated compliance documentation gaps, including:

 System Security Plan (SSP),

 Plan of Action and Milestones (POA&Ms),
» Policies, and

» Network diagrams.

Ignyte’s cybersecurity experts conducted an initial self-assessment to develop an
SPRS score for PIEE. Based on its results, they provided initial status and control
statement responses to each of the SSP controls. In addition, they’ve assisted with
completing several cybersecurity and NIST questionnaires within Exostar for
continued compliance. Technical and network changes, implementations, and
updates for NIST 800-171 and CMMC 2.0 have been automated through the Ignyte
Assurance Platform, providing a single point for all Governance, Risk, and
Compliance activities for existing business operations and the potential scale.

RESULTS

Completed NIST 800-171, CMMC 1.0, All security incidents were prevented, so the Automating GRC processes with the
and now 2.0 frameworks for the full company didn't experience any business or Ignyte Assurance Platform helped
compliance programin an automated opportunity loss due to non-compliance. cut down the costs of technical
fashion, which allows for further The detailed risk-to-impact advisory implementation and replaced 18
cybersecurity maturity program and program, helped Jemco prioritize risks hardware and software tools
scaling based on their business growth. remediation, and optimize their resources. required for continues compliance.
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